Uniforce V2 VPN Firewall manual

V2 Firewall Web Admin Usage

1. Login the V2 web interface like this: http://xxx.xxx.xxx.xxx (where xxx.xox.xxx.xxx is the IP
address of the V2)

Uniforce V2 VPN/FW Main Menu

Status Actions

Faort O (LAM): 10.150.2 5/255.255.255.0 Reset Caonfig to Factory Default
Port 1 (AU 192 168.2 1/255. 255 255.0 Restart Systerm

Part 2 (ALF): 192.168.3.1/255.255 2550 Festart WP Service

FPaort 3 (AN [ GW215.20.216.1 Restart TCP/IP and ADSL Service
ADSL 1 (pppl): 218.19.243 125/255 265 255 265 Cormmit Changes to System Config
ADSL 2 (pppl): f Admin Firewall Rules

WP IPsec running pluto pid 23236
Copyright 2002-2003 Unifarce System Ltd

Port 0 is LAN - Internal IP: 10.180.2.5, Netmask: 255.255.255.0
Port 3 is WAN - External IP: 218.20.216.1
ADSL 1 is PPPoE : IP: 218.19.243.125, Netmask: 255.255.255.255

2. In Actions part, click Admin Firewall Rules

3. You will see the web interface contains the followings: Workstation IP Address, Protocol, Access
Port# and Allow /Disallow like this:
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4. Workstation IP Address is for the user to enter the IP address. Number of IP address allowed: 50
-100

5. Protocol has two options: TCP (Transmission Control Protocol) and UDP (User Datagram
Protocol). The user can only select one from each line.

6. Access Port# has the following options: ftp, ssh, telnet, http, pop3, imap. Port# will be assigned
automatically by the system based on the selected protocol. The user can only select one from each
line.
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7. The user can only have one choice in Allow/Disallow. Allow means that the firewall will not block
the traffic if the IP Address, Protocol and Access Port# of particular line are all matched. Disallow
means that firewall will block the traffic if the IP Address, Protocol and Access Port# of particular
line are all matched.

8. The Submit button at the bottom (see figure) is for the user to save his/her setting. The V2 Firewall
settings will be effective after the user clicked the Submit button. The user can entered the web
interface again and edit the V2 Firewall settings if necessary.
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9. Go back the Telnet Interface and type commit in the login part and then press Enter key. The new
firewall settings will then be effective. (Note: This step MUST be done, otherwise all the new settings
will be lost when the V2 is rebooted)
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Example of the firewall settings:
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V2 Telnet Interface

Tniforce
Build:

Logon as:

. all LAN = ] and ADSL connections
. firewall

it config o 2 Lo permanent memory

LAN port (port 0) LAN

aux port 1

aux port.2

WAN port

fitrab.s 1 [pppoe]

zecond adsl connection (pppoe)

mreset zet to factory default (% WABNING: all current =
login:

There are 12 commands can be typed

9. reboot : the V2 will be restarted

10.resvpn : the V2 will be restarted just VPN service

11.resnet : all the LAN, WAN and ADSL connections in V2 will be restarted
12.resfw : the firewall service in V2 will be restarted

13.commit : save all the changes in configuration to the permanent memory
14.setethO, setethl, seteth2, seteth3 — the screen will be like this:

Network configurétion

TWould woun like to et up networking?
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| Configure TCR/AIP |

Please enter the IP configuration for this machine. Each
item should be entered @z an IP address in dotted-decimal
notation. (for example, l1.2.3.4).

] Use dynamic IF configuration (BOOTP/DHCE)

IF address:

HNetmaslk:

Default gateway [(IP):
Primary nameserwver:

< L o> between elements < > B hol = <Fl2> next Screen
b. Configure TCP/IP using dynamic or fixed IP. If dynam1c IP is used, just use space bar to select Use
dynamic IP configuration (BOOTP/DHCP). If fixed IP is used, the user should enter the correct
value for IP address, Netmask, Default Gateway (IP) and Primary nameserver. After that, select OK
to quit the screen.

setppp0, setpppl : the screen will be like this:

I will run
'PPoE client is installed properly.

he following D3L config was found on your system:

if wou want to configu .k nresent DAL config
Iyl 3if vOuU wWant to Cres

LoOcIN IMAME

Enter wywour Login MName (default userifisp):

b. Enter the login name, default is user@isp
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INTERFACE

the Ethernet interface connected to the ADSL modem
For Solaris, this is likely to he thing like /dewv/hmed.
For Linux i will ke ethi; where 2 & nunber.

and, or ;
1t 1t to come up on demand, enter the idle time in :

which the link should he dropped. If ywou want the link to

¥ up permanently, enter 'no' [(Lwo
OTE: Demand- ated links do not inte ; IF
prok with [=hs Livated links.
demand v k [ ult noj:

& primary DN3 server.
- will provide dynamic DN3 addr

e you know what you are

nter your P
nter wyvour FPs

TSERCTEL

if wou want to allow

g. Select your user control, default is yes
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FIREWALLING

firewall rules to use.
trongly encouraged Lo

r, these will prowvide

‘3." (R

and
mall rules will deny
ftp, ste. If wou

running any = on your machine, wyou

firewalling wourself. Otherwise, the
1l standard serwvers like llebh, e-m
H, the rule 711l bhlock outgoing H connections which

privileged sSource port.
0 — WNONE: Thi

Lppropris
Lppropria
for a LAN

Choose a type of firewall

.art thisz connection at boot time

ronnection at boot time?
(default no) iyes

i. Select whether start the connection at boot time or not, default is no

Suminary of what you entered *7%
r

userfisp

Mo

o not adjust
WONE

configuration f£iles (v /n)?

j- Confirm your settings

8. mreset : restore to factory default settings (note: all current settings will be lost)



